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If you want to know something about someone, just look at their phone. Because our phones do
more than just connect us to friends and family. They are a record of where we have been and who we
are. For many of us, these devices are internet gateways to our bank accounts, health records, social
media profiles, and more. The convenience of accessing all of this through our phones is undeniable. But
it also makes our devices a growing target for fraud—Ilike SIM-swapping scams.

SIM cards are the dime-sized chips that are inserted into a mobile phone to identify and
authenticate subscribers. When you want to upgrade your device, transferring your SIM card makes it
easy to move your subscriber information to a new phone. But that’s where fraudsters step in. A bad
actor can call up your wireless provider and convince the customer service representative on the other end
of the line that you really need to transfer your SIM card to a new device—a device that is in their control,
not yours. If they are successful, they can divert two-factor authentication messages to drain your bank
account, take over your social media profile, and hijack your e-mail.

The Federal Bureau of Investigation reports SIM-swapping scams are on the rise. But they are
not alone. Because we see it here, too. At the Federal Communications Commission we are getting more
and more complaints from consumers who have suffered losses due to SIM-swapping fraud. On top of
this, the Cyber Safety Review Board at the Department of Homeland Security recently released a report
investigating a bad actor responsible for extortion of a mix of companies and government agencies though
SIM-swapping fraud. The report recommended that we take action to support consumer privacy and cut
off these scams.

That is exactly what we do today. We require wireless carriers to give subscribers more control
over their accounts and provide notice to consumers whenever there is a SIM transfer request, in order to
protect against fraudulent requests made by bad actors. We also revise our customer proprietary network
information and local number portability rules to make it harder for scam artists to make requests that get
them access to your sensitive subscriber information.

We take these steps to improve consumer privacy and put an end to SIM scams. Because we
know our phones know a lot about us. They are an entry to our records, our accounts, and so much that
we value. That is why across the board we need policies that make sure our information is secure. It is
also why I created the Commission’s first-ever Privacy and Data Protection Task Force earlier this year. |
want to thank them for their work on this initiative.
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